
  

This document constitutes confidential and proprietary information of Neopost USA.  Any use, dissemination, 
distribution or copying of this document is strictly prohibited without the express written prior consent of Neopost 
USA. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

WTS Security 

Frequently Asked Questions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 



  

This document constitutes confidential and proprietary information of Neopost USA.  Any use, dissemination, 
distribution or copying of this document is strictly prohibited without the express written prior consent of Neopost 
USA. 

 

 

Frequently Asked Questions 
 

Q. How do you protect personally identifiable information? 
A.  All data is stored and transmitted in a secure format. We do not store personally 

identifiable information in our databases other than contact information. Also, 

we do not store healthcare or financial information.   
 

Q. What mechanism is used to protect data from access by end users? 
A. All users (internal or external) are required to authenticate themselves against 

the software security module using SSL and a strong password - which is stored 

and encrypted. Session persistence is maintained using an anonymous cookie 
which expires after one hour of inactivity. Handheld clients must log in using 

SSL to obtain a secure token, this token is then used to persist data between 
atomic web service calls and can be revoked at any time by the customer. Also, 
data can be encrypted on the storage card of the handheld. 

 
Q. How is the data  encrypted? 

A. Data can be encrypted at rest and in transport. The handheld can encrypt data 
on the storage card using 128bit AES encryption. This means the storage card is 
then only readable by the device that encrypted it. Data is transferred to and 

from the site using over HTTPS using 256 bit encryption. Finally the database on 
our cloud servers can be encrypted using AES 256 bit encryption. 

 
Q. Do you share data with other companies? If so, how is data safeguarded 

in transit and at the other company's site? 
A. Data is NEVER shared with other companies. 
 

Q. What provisions are there for network security? 
A. While we store no personal or financial data for our customers we understand 

the importance of system security. We use a combination of hardware and 
software systems to create a rules based IDS. A context aware firewall is used 
combined with software to scan log files to ban IP addresses that make too 

many password failures. We have an Incident Response Team with key 
members involving management, software, database, and network engineers. A 

documented IRP exists. When a breach occurs the following may occur: 1.The 
offending system will be taken off line for forensic analysis. 2. Law enforcement 
may be contacted.  3. Notification will be sent to any affected individual or 

organization. 
 

Q. What physical security policies do you enforce? 
A. Access to the Data Center is limited to Data Center technicians that undergo 

enforced biometric scanning before entry is permitted. All Data Center locations 

are equipped with security camera monitoring along with around the clock onsite 
staffing for additional protection against unauthorized entry. To help maintain a 

low profile, Data Foundry facilities are unmarked and physical security is audited 
by an independent firm. 
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Q. Who can access data? 
A. Only developers and technical support people can access data. We practice 

internal access control based on job roles. For example 1st level support 
engineers do not have administrative access to your account. 

 

Q. What are password failed attempt and change policies? 
A. Passwords must conform to a password strength test and will expire after three 

months - after which, the user must enter another strong password not found in 
their password history. Attempts to access the system via a brute force attack 
are prevented by locking the account after six unsuccessful attempts for a 

period of no less than one hour since the last attempt. 
 

Q. Do you have certified compliance with any security standards? 
A. There is an SAS 70 certificate on file for our cloud hosting. 
 

Q. Please describe remote access/VPN controls and the methods used in 
the protection of remote access. 

A. Customers must initiate a call to a technician who will use LogMeIn Rescue. 
LogMeIn offers the following functions: Remote Control, Desktop View, File 

Transfer, System Information, and Reboot & Reconnect. Some functions are 
only available if the user has administrative rights to the computer. Customers 
can choose to terminate the session at any time. All traces of the applet 

disappear from the remote PC when the session is finished. 
 

Q. Please describe the methods used to track and log the usage of each 
user account. 

A. Login attempts are tracked in our databases.  All editing of data is logged 

against the signed in user on both the mobile computer and a web based 
workstation. All logging is maintained in the database and can be referenced for 

up to seven years. 
 
Q. Please describe your operating system security controls and 

configurations, including but not limited to services enabled/disabled to 
ensure information protection, patch process, audit logs. 

A. We use a Linux Debian based distribution renowned for its security. Application 
and database servers are separated. No software is loaded that opens up ports 
without administrative approval. Frequent operating system patches are applied 

to harden the operating system against attacks. Software is installed to monitor 
log files. Each program is associated with a security profile which restricts the 

authority and access rights of that program. 


